This article places sharing forensic biometric data for international criminal justice cooperation purposes within the domain of global public goods. Such cooperation is a rational response to globalization, but faces several obstacles. These range from socio-cultural and political concerns about national legal and criminal justice autonomy to the potential impact of market fundamentalism on scientific standardization and cooperation mechanism delivery. The significance of such inhibitors will vary as societal and personal perceptions of stability change. These issues are examined by analysing the progress achieved with the EU Prüm forensic biometric data exchange model. Shocks to European stability, such as the increased scale of terrorist crimes and the UK EU referendum result will inevitably test the resilience of Prüm. Combining insights from global public goods and criminal law scholarship, however, may help to identify how reactions to such shocks, including questions about future UK participation in Prüm, might be managed.
Introduction
This article responds to the publication of Forensic Science and Beyond: Authenticity, Provenance and Assurance (hereinafter Walport) by addressing the three policy objectives falling within the Chief Scientific Adviser's remit, namely: (a) identifying how significant emerging technology might be exploited either directly or indirectly in the national interest, (b) providing evidence to support policy making and (c) improving national resilience and security.
Globalisation has created an impetus for the promotion of criminal justice cooperation. It has also, particularly with terorist crimes, ceased to be geographically remote throughout the EU and has gained 'a civil dimension', thus blurring possible distinctions between criminal justice and security cooperation. 10 National boundaries (even maritime borders) are increasingly irrelevant economically and socially, offering little check to unauthorised entry or protection against transnational offending. 11 Similarly in a liberal democracy, at a theoretical level, criminal justice conforms to the two defining characteristics of publicness: (a) non-excludability (the producer cannot exclude any person from benefitting from it) and (b) non-rivalry (consumption by one person does not diminish its availabilty for others). 12 It is possible to classify global public goods on the basis of 'the nature of their publicness and the conditions of their provision' (for example natural or human-made). 13 What appears to be more pertinent, however, in a criminal justice context is how to structure cooperation to achieve 'globalness managed to mutual advantage'. This is seen within a global public goods context, as placing the onus of proof on those proposing an international solution to justify such a strategy. 14 This offers an intial example of a degree of congruence between global public goods and legal doctrine. The former might justify an approach to international negotiations. Should the negotiations eventually result in rights-limiting legislation (inevitable with forensic bioinformation), the necessity stage of proportionality analysis places a similar requirement on the state during judicial review.
The article begins by describing the principal theoretical and empirical issues covered.These arise from four factors: (i) the social nature of the good and, in the case of forensic bioinformation, an interrelationship with privacy and data protection; (ii) difficulties for policy making and resource allocation stemming from poor data about the impact of criminal justice initiatives and the burden of Accepted version, as corrected at proof stage and with final funding statement. 4 ©T.J. Wilson, 2016 proof in relation to proportionality; (iii) the extent to which the Prüm model might reflect an asymmetrical distribution of power within the EU resulting in pressure on weaker members to internalise the costs of crime; and (iv) public law concerns about the scope of EU criminal law and socio-cultural notions of national sovereignty. This section ends with a brief description of the key features of Prüm to explain how this model for criminal justice cooperation sidesteps all or some of politico-legal issues.
The second section consists of an empirically based analysis of how the criminological externalities of cross-border travel within Europe assume an increasingly global character. This also illustrates how the Prüm system can generate decision-informing data about trends in these externalities or 'public bads' of globalization. Both may have probative relevance to proportionality in respect of rights-limiting law relating to the use of forensic bioinformation.
The third and fourth sections consider the lessons from the Prüm model and alternative options for cooperation. The first key delivery issue is the extent to which Prüm implementation both ultimately depended on and possibly incentivised international scientific standardization. The second consideration is the significant national legal and institutional effort required for implementation. Both issues raise questions about the assumptions underlying market fundamentalism.
The final section begins by considering the future stability of this model, particularly in the light of convergence between EC and US security policy that is accelerating because of terrorist crimes. It addresses whether an awareness of potential congruence between global public goods theory and various legal doctrines might heighten awareness of the strengths of the Prüm model in the face of the potential securitization of EU criminal justice cooperation. These issues are then brought together in the conclusion by considering their implications of this for potential UK post-Referendum options for sharing forensic biometric data for international criminal justice cooperation purposes.
The Delivery and Analysis of Global Public Goods with a Criminal Justice Dimension
Since the late 1990s there has been a greater appreciation of the 'negative spillovers from the the inadequate supply of transnational public goods, notably those stemming from communicable diseases, environmental degradation, spreading conflicts and financial instability ' . 15 This has introduced significant legal issues into international development debates, but global public goods with criminal justice aspects feature less prominently in policy making and research. 16 Loader and
Walker -when locating international policing in the domain of global public goods -identified two elements that distinguish security from purely economic public goods, such as environmental degradation. First, an added dimension: the root problem is socially generated. Second -unlike the more objective (or at least more quantifiable) provision of a classic economic good (e.g. housing) -perceptions of security/insecurity greatly depend on each person's subjective assessment of the ©T.J. Wilson, 2016 social order. 17 The second observation should be qualified by noting how significant increases in recorded crime coincided with fairly widespread social uncertainties during the early stages of intensified globalisation. 18 A similar significance might be attached to the rising general anxiety about terrorism.
Legal analysis dating back to the inception of Prüm, however, helps to place this second element (a personal peception of threats and their potential consequencies) onto a more extended and justiciable continuum. International criminal justice cooperation involving the exchange of sensitive personal information, such DNA and fingerprint data, will result ( in terms of Article 8 ECHR), in an inteference with privacy and requires effective data protection in all the countries involved.
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There is a further complication. This arises from the comparatively poor quality of criminal justice data. UK criminal justice policy rarely demonstrates rigorous evidence-based decision-making. Politicians acknowledge in their more candid moments to being 'driven more by considerations of political advantage than by appeals to evidence'. 20 Nevertheless, if it is hypothesised that decision making in international development and global cooperation more generally is expert dominated (e.g. climate change initiatives), the insufficient range, depth and quality of data relating to criminal justice could be a significant handicap when resources for the delivery of global public goods are rationed. Prüm, however, can assist decision making in such circumstances. It can be used to produce analyses of certain kinds of transnational offences or offending. 21 Such analyses may address also the burden of proof should the proportionality of the law relating to criminal justice cooperation be challenged.
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It has been argued that the adoption of Prüm evidences an asymmetrical distribution of power or influence in policy making within the EU. This again is chiefly dealt with later, but what follows about the general EU legal context and the specific structure of Prum is relevant to this issue.
As Marper makes clear, ECtHR, through the margin of appreciation, gives Convention signatory states very wide discretion over the collection, retention and use of forensic biometric data. 23 Within the EU legal order, the paramount authority of the member states over criminal justice and security is recognised in the treaties. 24 Herlin-Karnell's constitutionally focused analysis of EU criminal law suggests that its competence is far too imprecise and its development has been ad hoc rather than strategic, reflecting perhaps an inadequate knowledge of criminal law within its institutions, including the CJEU.
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These legal and bio-ethical concerns intersect with Loader and Walker's analysis of the obstacles to international policing as an intermediate public good. This stems from recognising tensions in the social and cultural dimensions of publicness, particularly a significant 'socio-historical limitation':
… the sense of mutual trust, common engagement and general readiness to put things in common has been and remains strongly associated with the national state… … despite the deepening of global interdependence, the growth of institutions of global governance, and an arguably greater public conciousness of both these developments, sentiments of trust, loyalty and abstract solidarity remain stuck at national or subnational levels ...
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This gives rise to the notion within the public goods literature on security to cooperation asymmetry ('… governments remain extremely reluctant to cooperate on security matters …, terrorists have cooperated in networks since the onset of modern day terorism …').
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These convergent concerns help to shape views about the potential limits and modalities of EU criminal justice and/or security cooperation policies. These socio-cultural considerations are also congruent to debate about the scope of EU criminal law, which following extensive analysis HerlinKarnell argues should be restricted to (a) 'financial crimes ... linked to the concept of market creation' and (b) the response to cross-border offending.
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Prüm, in addition to satisfying the most abstemious prescription for the competence of EU criminal law -as a model of criminal justice cooperation -neatly sidesteps these socio-cultural problems.
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This is so fundamental a point that it is necessary now to briefly describe the key features of the Prüm model. 34 The system operates as a two stage process, but for brevity only the DNA arrangements are described here.
During stage 1 anonymous data (DNA profiles are a series of numbers inputted into a digital form in standardized genetic format) are sent, usually daily, to each member state to which the transmitting country is connected for Prüm data exchange purposes. The anonymous data will only be retained in the receiving country if (a) there is an automatic 'hit' and (b) that 'hit' is scientifically valid (i.e. as a scientifically valid 'match') and (c) the case is of sufficient gravity, for personal details to be shared during Prüm Stage 2 about the known individual to whom the DNA profile relates. 35 However, a match between DNA profiles that are anonymous in both countries (i.e. because both were based on the DNA (a 'trace') of an unknown person) may, subject to national laws and inter-state agreements, be used to analyse trends etc. in cross-border offending.
The key doctrinal issue arising in respect of the international exchange of forensic biometric data is proportionality. Specifically, following Marper, whether the use to which such data is put is proportionate and strikes a fair balance between the competing public and private interests. 36 The
Prüm legislation, however, ensures that any questions in relation to this will be determined by relevant national laws -where in Marper ECtHR acknowledged the existence of a very wide margin of of appreciation -and not the EU framework itself. Thus, Prüm provides major scope for the national legal autonomy recognised by the the margin of apprectiation to be exercised. 37 This means that information referring to a known individual will be disclosed internationally (a) in circumstances regulated by the national law of the state holding that demographic information (e.g. rules governing which data may be held and exchanged, especially with regard to the gravity of offence 33 and/or the existence of a conviction) and (b) also as a result of operational judgements in both states about whether the crime is sufficiently serious to warrant the exchange of information. Such arrangements may differ under national law to take account of individual circumstances, such as the data subject's age. 38 The Prüm legislation contains mimimum standards for data protection, but compliance is a matter for national data protection bodies and law. This is sufficiently flexible to accommodate significantly different national approaches, including the enhanced forensic biometric governance regime in England (by both the Information Commissioner and, following the Protection of Freedoms Act 2012, the appointment of a specific (forensic) Biometrics Commissioner). 39 There Given that UK accession to the Rome Statue is autonomous of its EU membership, this country's confidence with this mode of cooperation, presumably also suggests Prüm should be an acceptable option in the event of Brexit for criminal justice cooperation more generally.
The costs of Prüm implementation and the scientifc standardization required to improve the efficiency and reliability of such cooperation are not insignificant, but these will be significantly eclipsed by the national costs and benefits of forensic biometrics for purely domestic purposes. The added cost of sharing national DNA data is likely to be low. In the Netherlands the staff cost for handling and interpreting scientifically the Prüm data exchanges in the Netherlands is approximately €27 per match. 44 Similar collaboration (including UK forensic pathologists and scientists) on another criminal act on an even greater scale serves to reinforce the point that no country -not even one as wealthy as the USA -will necessarily have sufficient national expertise to deal with the consequences of incidents on the scale of 9/11 without international assistance.
As a result of being at the forefront of free trade and globalisation, the UK legal systems adapted early to the criminological consequences of the cross-border movement of citizens. The example of England and Scotland shows that this was not at the expense of their distinctive legal cultures. In Scotland, for example, the codification of criminal procedure began much earlier than in England and state law officers retain a procuratorial monopoly over the initiation of criminal proceedings. 45 More recently, the UK Parliament has effectively ceded most legislative competency in criminal justice matters, including the governance of policing within Scotland, to the Scottish Parliament. 46 There always has been and still remains, however, an almost seamless policing based on overlapping cross-border jurisdiction as well as cooperation. An English police officer's power of arrest is exercisable in Scotland and vice versa. These reciprocal arrangements are justiciable under the law relating to arrest (including those to protect the arrestee's rights) of the territory on which the arrest takes place and not the UK legislation that confers these reciprocal powers. 47 The demographic logic of cross-border criminal justice cooperation (both within and outside the UK) resulting from geography, colonial history and an increasingly globalised economy can be illustrated as follows:
 An estimated 795,000 Scots-born citizens probably accounted in 2001 for less than 1.5% or more of the population of England and Wales, whereas some 400,000 English born citizens account for almost 9% of the population of Scotland. ©T.J. Wilson, 2016
 The UK global diaspora was estimated in 2010 to be equivalent to 10% (some 3.5% within the EU) of the UK resident population, compared with 5.5% in 2001.
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 Some 4% of the UK resident population was born elsewhere in the EU and approximately the same percentage of its resident population in third countries (i.e. outside the EU). Third country nationals disappear more rapidly from statistical scrutiny (as a result of naturalisation), consequently foreign born residents from third countries account for 8% of the UK resident population, but the proportion of UK citizens with global family links is much greater. 50 Genetically, non-European ancestry is estimated to extend to some 14% of the population. 51 This data, however, understates social assimilation. For example by 2011 2.3 million people were in inter-ethnic relationships, including 9% of individuals of a Pakistani background.
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 In absolute terms, UK residents are second only to German residents in being regular travellers to other EU countries (respectively, 31 million and 53 million trips in 2011), between twice or three times as many journeys as the next most travelled from countries, (France and the Netherlands) 53 .
 In 2014-15, 118 million people (including UK residents) travelled to the UK, many on several occasions in that year, and approximately the same number left. (As a combined total this was approximately four times the resident population.) 54 Among the third country citizens who travelled to the UK during the year ending June 2014, for whom more detailed data is available, some 8.8 million were simply visitors (e.g. as tourists or attending business meetings) compared with 5.5 milion entering the country to study, work for a significant time or for permanent residency or asylum.
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This significant diversity of resident population, families with multiple national heritages and increasing fluidity of location is typical of any wealthy country within the European Union. Unless there is a global crisis equivalent to the 1929 Great Crash (not wholly unimaginable), it is likely that the globalised economy and the consequential locational fluidity will continue to profoundly shape the demographics and cross-border travel in the UK and neighbouring countries. North American census data supports this view. In the USA the foreign born population had exceeded the current UK figure of 8% by 1990 and by 2010 was estimated to have reached 13% of the total population. 57 The foreign-born population of Canada represented almost 21% of the total population in 2011. That is the highest such level among the G8 countries.
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There is far less information and research, however, about the externalities (or 'public bads') in terms of cross-border offences or offending. Evidence about this might be judged essential for arguments about legitimate aim and capable means in a proportionality analysis, and highly significant for balancing the case for cooperation against the costs to rights of the cooperation, notably for the privacy of forensic biometric information.
What is clear is that freedom of movement and migration have not affected the long-term decline in traditional (non-cyber or fraud) offences or offending. Overall crime data in the 2015 Crime Survey for England and Wales was at its lowest since it began in 1981. 59 In the twelve months ending English prison data is difficult to interpret because of problems with convicted prisoner deportations, and laws and policies that encourage custody to be served in the country of nationality. In general, however, it appears to be consistent with 'high-harm offender' estimates. Some 9,895 foreign citizens (11.65 per cent of the total population, of which total nationals from other EU countries accounted for 4.98 per cent of that total) were held in English prisons on 31 December 2015. 6465 Although better data is needed, it is known from individual cases that generally low levels of offending and often for minor crimes by most offenders from other EU countries mask much more serious challenges for the police and prosecutors: (a) in finding the much smaller number of serious criminals among such residents and (b) in obtaining information to help assess the criminal threat that an identified individual poses. As this article at several points considers criminal justice cooperation in relation to security initiatives, it is worth noting a similar problem posed by the small number of terrorists within an estimated 1. … it may not be an exaggeration to say that criminal organizations abolished national boundaries long ago. Crossing borders is no major problem to them and the losses are marginal. They rather see the border as a handicap for police and prosecution. Crossing the border is one of the trivial precautions which are routinely taken in all kinds (including the most simple forms) of organized crime. Considering these aspects, one may conclude that national borders do not improve, but reduce public safety in Europe.
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More recent research has described in some detail the activities of the members of travelling criminal gangs in the Netherlands. Their members systematically engage in relatively petty but high volume offending and seek to evade detection by using multiple identities and crossing borders.
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Patterns of cross-border offending and offences will vary considerably from country to country, but in the absence of a drastic reduction in visitor and foreign worker numbers, withdrawal from the EU is highly unlikely to change this aspect of UK crime. In such circumstances, the efficient international exchange of accurate information and reliable evidence with, at least, neighbouring EU member states, is just as indispensable for UK criminal justice as traditional cooperation between this country's internal jurisdictions. Figure 3) , forensic science data analyses inform crime prevention strategies and investigative priorities at sub-regional levels.
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Research into Belgian Prüm matches indicated, consistent with the type of offences for which forensic bioinformation can often be recovered, that 39% of such matches related to burglary, other offences included violent theft (22%), sex offences (14%) and murder or kidnapping (4%).
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Forensic DNA is not the only forensic science discipline that -through international forensic biometric data sharing (including potentially via Prüm) -helps to give meaning to evidence recovered by investigators or unlocks access to important information from other jurisdictions about suspects. For example, fingerprint information from the mutilated remains of a suicide bomber recovered in Saint Denis was used to identify the corpse as that of a person who had been imprisoned in Belgium. immigrant sometime later at a border half the world away. 73 In this respect the fingerprint identification processes used as one technique for identifying the victims of the MH17 attack comes full circle.
Published research has concentrated on how forensic data exchanges helps to identify suspects and criminological trends in the country where the offence has been committed, 74 but an equally important consequence of such cooperation is that it also enables criminal justice records to be shared between jurisdictions. Bail, 'bad character' admissibility and sentencing decisions require knowledge of criminal careers and real-world identity. This is not only a question of criminological efficiency, or even public safety. Where prior convictions may influence guilt and punishment, the law cannot be administered equitably, if prosecutors and courts can access the pertinent records relating to their fellow citizens, but not those of other residents or visitors. Access to criminals' backstories can sometimes only be unlocked through sharing standardized biometric data between jurisdictions.
There is a parallel EU non-biometric system for joining-up the judicial records of different member states on a case by case basis: ECRIS (European Criminal Records Information System demonstrating the importance of how EU criminal justice cooperation is evolving as a system, rather than as a series of discrete international police or security cooperation initiatives or entirely separate databases.
Prüm: implementation Lessons: Scientific Standardisation
International cooperation, including the co-ordinated use of research funds, is essential to facilitate progress with forensic science based international criminal justice cooperation. This was recognized A multiplex (marketed as a biochemistry 'kit') targets the forensic genetic analysis on a very small number of loci from the human genome. The analysis of only a few loci can determine whether cellular material recovered from a crime scene is identical to material donated by a known individual ('source attribution'). DNA analysis is sometimes highly complex. Potential complications arise when small amounts and/or degraded DNA are recovered, because of the smaller genetic variation between siblings, as a result of innocent transfer, or contamination. 79 Normally, however, when sufficient and good quality cellular material is carefully recovered from a crime scene the risk of an erroneous DNA match ('an adventitious match') is low. Even for a technologically obsolete multiplex, such as SGM+ (based on the analysis of ten loci) in a large forensic database, such as that operating in the UK, this risk is conservatively estimated to be in the order of 1 in 1,000 million. 80 With a smaller number of loci the random probability of error is much higher, for example, with the six loci SGM multiplex the risk of error was about 1 in 50 million.
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When national forensic science laboratories began to exchange DNA profiles there was not always a sufficient number of overlapping loci to ensure that the resulting hits/matches were scientifically valid. For example, in the Netherlands, when there were only six or seven loci in common with another country, hits/matches on the database, were respectively, 66% and 5% erroneous. 82 The strong commitment within the European political and scientific communities to make DNA sharing reliable and efficient resulted in two solutions.
First, automated hits during Prüm data exchanges are monitored to identify unreliable results. If there are doubts about a hit, additional DNA testing can be undertaken to ensure that only scientifically robust matches are reported to the police or judicial authorities. 83 The latter practice is expensive and time-consuming, but such action will need to continue for many years to come. There are millions of DNA profiles -some even for national purposes (the kit improvements did more than address loci convergence problems and were intended to also improve the analysis of degraded DNA) -that have become technologically obsolescent unnecessarily early because of delayed collaborative development. Figure 4) . EU research funding supported this game-changing reform, but it also benefited from parallel investment by the US and other governments in forensic DNA for internal investigative purposes. Public commitments at that time to expand the forensic use of DNA provided reassurance about potential market demand for private sector commercial investment, particularly by US bio-science. 84 As a result intellectual property in modern multiplex kits belongs mainly to such American companies and the commercial profits from manufacturing this basic criminal justice commodity are likely to accrue mainly in the USA. The UK gained some significant financial benefits from its pioneering role and investment in forensic DNA. UK government owned intellectual property (IP) rights was licensed to one of the major US biotech companies. In return for the unprotected IP, the Forensic Science Service (FSS) gained a substantial discount on its purchase of SGM+ plus kits over many years, which included, effectively, a royalty on all kits sold by that company. In return for the patent protected IP on a different kit (not an STR multiplex but used widely in both forensic science and molecular biology more generally), the FSS received an initial lump sum followed by royalties on all kits sold.
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Standardisation is, in effect, an admission fee to criminal justice and security cooperation. It is worth noting here, in anticipation of points considered later about convergence in these areas between US and EU policy initiatives, how American commercial interests profited most from the standardisation of DNA multiplexes and, possibly, the overall emergence of forensic DNA. While little published evidence is available, it is important in the Walport context -of identifying how significant emerging technology might be exploited either directly or indirectly in the national interest -not to ©T.J. Returning to the key themes of this article, the role of bio-science companies in the development of DNA multiplexes also provides a reminder that the degree of publicness of intermediate inputs into global public goods may be different to that of the final good itself. This may raise further questions about exclusivity in benefit sharing and access that may require the development of public-private partnership initiatives for the advancement of global public goods to be congruent with clear and effective public procurement and concession award laws.
Prüm: Implementation Lessons: Alternative models and Enabling Effective Cooperation
The multiplex issues are recorded in the academic literature relating to the development of forensic science, not least because they may have a bearing on reliability of scientific expert evidence during a trial. The legal question that needs to be noted here, however, is that having clearly satisfied the capability stage of the proportionality test, would the Prüm system satisfy the necessity test. Is there an alternative course of action capable of achieving the same aim? There is indeed an alternative and older established approach to sharing biometric forensic and other criminal justice or security information provided by Interpol.
The Interpol approach differs from the Prüm model by operating as centralised database systems for fingerprints and forensic DNA. Interpol statistics are not available in the same level of detail and for extended time spans compared with Prüm, but the level of activity achieved, including for the entirely non-biometric (lost or stolen) travel documents system are given at Figure 5 . 87 Comparisons between the two systems are difficult because of two known problems with Prüm statistics. Firstly, a recorded 'hit' (i.e. automatically generated hit) does not necessarily indicate a scientifically valid match because there might be (but we cannot tell) insufficient common loci between the two profiles that are declared to be a hit. Secondly, as Prüm is a dispersed system with simultaneous results being obtained in two places, its 'hit'/'match' statistics may contain double counting. The 52,500 'hits' achieved by 2012 through Prüm forensic DNA data sharing, however, can be conservatively recalculated. 90 By discounting the published cumulative total by the probably over stringent Dutch ('hit' to 'match') conversion and reporting data ratio of 33.3%, and then halving the result as a precaution against the risk of duplication, the result is approximately 17,000 matches in under four years. 91 This is a startlingly different level of activity to what is known about the Interpol system. To put the Prüm statistics in perspective, particularly in terms of the low levels of transnational offending noted previously, it is helpful to look at national and not Interpol data. The reduced Prüm total would still be equivalent to 3% of total DNA hits/matches published in 2013 for 89 The The comparative greater success of the Prüm technical model is reinforced by the data for fingerprint matches and vehicle related information responses. In 2014 the annual totals were, respectively, more than 6,000 and 2 million, by when (unadjusted for scientific validity or duplication) DNA 'hits' had exceeded 73,000.
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Further perspective can be gained by looking at 'major project' delivery failure rates, especially where multiple IT interfaces coincide with varying degrees of legal complexity. Such comparisons are bound to some degree to be approximate, but the UK e-borders programme, designed to improve border control faced similar implementation challenges to Prüm:
 It required more than 600 air, ferry and rail carriers to supply data about people they are bringing in and out of the UK, and around 30 UK government agencies were also to supply data on persons of interest. All three Prüm data sources together require three times that number of international interfaces and, particularly for fingerprints, significant inter-agency and regional connectivity within member states, and by 2014 (Year 6) had achieved over 750 international connections.
 It was also suggested that a lack of clarity within UK government and among its contractors about what was legal under European law further exacerbated the difficult relationships with carriers. As, noted earlier, the Prüm system provides an international exchange framework, but with considerable autonomy in the national laws relating to forensic bioinformation. The e-borders project was initiated in 2003, much earlier than Prüm, and was intended to be completed in 2011. The UK Government signed a contract In November 2007 with Raytheon, a USbased technology and defence company, to implement the programme, but this was terminated in 2010. Following a protracted legal dispute, which was settled out of court in 2015, it was estimated that successive governments had spent 'at least' £830 million between 2003 and 2015 on the eborders programme and its successors. The programme was judged by the National Audit office to have successfully delivered some valuable new capabilities, but to have failed to deliver the programme's objectives in full. 94 To reach a balanced view of the Prüm delivery model and the e-borders project, context is all important:
92 ENSFI forensic DNA database statistics published on 4.11.2013, but no longer publicly accessible on the ENSFI website. … IT projects in general, and large public IT projects in particular, indeed tend to fail. IT projects display an alarming rate of failure in terms of both schedule and cost overruns. Perhaps even more severely, large projects have a tendency not to deliver the promised value, and some are abandoned with a huge net loss, having failed to realize any value at all. Large scale public IT projects are typically triggered by policy reform and consequently highly visible in the media as taxpayer's money is on the line.
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It is also important to recognize, commonly misplaced criticism of the activities of states and supranational bodies, that in many of the cases where the public sector 'failed', it was trying to do something much more difficult than what many private businesses do…' 96 Prüm is not solely a European achievement. It benefited from the policy of successive US administrations that made a crucial unilateral contribution to international cooperation, by sharing without charge (except for installation team costs) FBI CODIS (Combined DNA Index System) software. This is used in over 50 countries globally to identify matches among DNA profiles, both nationally and also in Prüm countries for international sharing.
97 Such dependence on USA technology has not come without technical and scientific problems. As indicated in Figure 4 , US multiplex do not rely on Amelogenin to determine gender for source attribution purposes. This can cause problems within Europe. Gender mismatches are ignored and amelogenin is included in the automatic counting of the minimum number matching loci. 98 Although not on the same scale as the loci overlap problem, this will result in some additional erroneous automated hits, thus continuing to add to the cost of the monitoring and validation processes described earlier. This disadvantage, however, is probably outweighed by the benefits of building the Prüm system around a single and proven set of DNA comparison software. As the new generation of increased loci multiplex profiles become more common it is likely to cease to be a significant problem for Prüm exchanges.
As indicated above, despite the technical success of the Prüm model, achieving full connectivity has been slow. By the end of 2014 (Year 6) it had reached 29 per cent for fingerprints, 36 per cent for DNA and 55 per cent for vehicle/driver registration data. 99 This is probably explained by the time required for settling the national legislation needed to govern the operation of the Prüm system in each member state, the need sometimes to co-ordinate the cooperation of many different national agencies that will share data and, in the case of fingerprints, intra-national database interfaces between regional and specialist data collections. Something of the process can be appreciated from Prüm implementation processes in Poland. This is presented in Figure 6 as three distinct and consecutive cycles of activity. In was recognized that a decision making process needed to be initiated to determine which verified matches should be prioritized (alternatively which cases to 'filter out for no immediate action) for further action. Relevant factors, in addition to criminologically determined priorities, such as the seriousness of the offence, will include the avoidance of potential legal inhibitors to further investigation or prosecution. For example, it will be important to have regard to date on which crimes were committed in order to avoid investigations/proceedings becoming time barred should the verified match result in strong case for prosecuting the suspected person/suspect.
While the Prüm transposition and implementation processes may have been complicated and complex in many member states, Prüm implementation will have rarely taken place in a legislative or criminal justice policy vacuum. Again, taking Poland as an example and confining the observations to directly relevant legislation, concurrently with the Prüm work there were major amendments in 2013 and 2015 to the Code of Criminal Procedure. Under the Polish Constitution this regulates criminal procedure in some detail. 101 .These changes culminated in July 2015 with a switch to a more adversarial approach that appears to have created significant challenges for prosecutors, the police and the forensic science community. 102 The Code of Criminal Procedure also governs the collection and use of forensic biometric data, including uploading it to a national database. and the asylum applicants and third country irregular entrants records (EURODAC). All of these contain and make use of forensic biometric data and are accessible to member states for criminal justice and security purposes. There is a distinction, however, that may be relevant to the sociocultural issues identified by Loader and Walker. All the EU centralised systems, with the exception of SIS, hold data exclusively about third country nationals, though potentially, post-Brexit, also UK citizens.
A further important question is whether the Prüm decentralised model is preferable from a legal human rights, and data protection perspective? Soleto Muñoz and Fiodorova, after noting the 'huge difference' in the greater volume of forensic biometric exchanges facilitated by Prüm compared with the Interpol system, even at the date of their research (completed in July 2013), did not attribute this to technical choices and implementation skills. Instead, they suggested that better national control over the data under the Prüm System, confidence in data protection, a tendency to search for information within the Schengen area first and above all mutual trust between EU countries compared with the arrangements for and context in which the Interpol system operates might explain these differences. 104 It should perhaps be emphasised that, as far as their first point is concerned, Prüm operations offer much more transparency to national data supervisory authorities and will directly reflect how each state has chosen to make use of the accepted wide margin of appreciation over the use forensic bioinformation. In these respects there are qualitative and constitutional reasons in favour of the Prüm model. This view is reinforced by a potentially powerful socio-cultural resonance, especially in a country like the UK that is cautious about ceding sovereignty or the control of aspects its international activities to supra-national bodies, such as Interpol, that are bureaucratically managed, lack transparency and are not democratically accountable. The maximum degree of legal are autonomy, reserved governance and interface with suspect rights under the Prüm model of cooperation, is comfortably like the cross-jurisdictional relationship described in the second part of this article between England and Scotland and accepted by the UK with the Rome Statue. However, it is important to stress that their other points about the success of ©T. There are clear mutual advantages to be gained from criminal justice cooperation generally, as indicated, for example, in the Scott-Baker Review of Extradition:
… extradition operates on the basis of mutual benefit and obligations. Given the ease of movement of people throughout the world, the United Kingdom needs the help of the international community to fight serious crime within its borders, just as much as other states need the assistance of the United Kingdom to deal with crime affecting their interests. 114 Hence, the European Arrest Warrant (EAW) was defended by Prime Minister (then Home Secretary) May, in a move foreshadowing her advocacy of Prüm, even against fierce criticism from Eurosceptics in her own party. 115 Beyond such instrumental considerations, however, the deontological and retributive significance of the criminal law distinguishes it from administrative regulation. 116 Such considerations are evident in the extra-territorial jurisdictional powers of English criminal courts for a limited number of serious crimes. These offences range from murder or manslaughter (since 1861) to offences under the Bribery Act 2010. This may sometimes result in powerful congruence with global public goods, such as good governance. Indeed, the universal jurisdiction given to English courts over acts of torture -irrespective of the nationality of perpetrator and victim or location of the offence -goes so far as to transcend normal conceptions of criminal jurisdiction in the protection of universal human rights. 117 The shock (in the sense used in the econcomic and political sciences), from the number of deaths attributable to terrorist crimes in France (234 from 7 January 2015 to 14 July 2016 118 ), is testing the robustness of such congruence between legal doctrine, particularly on human rights, and global public goods. Such events are reinforcing the securitization trajectory of the EU criminal justice cooperation policy making agenda (or alternatively blurring the distinction between criminal justice cooperation and security as global public goods). Since 9/11 cooperation between the USA and the EU, and in North America cooperation between the USA and Canada with, sometimes, also Mexico ©T.J. Some (even transatlantic) observations suggest that European officials have through forging close and practically orientated working relationships come to 'tame' some of the US unilateralist tendencies. 122 The entering into force of the EU-US 'Umbrella Agreement' on data exchanges for law enforcement was made dependent on the passage of US legislation in 2016 to enable EU citizens to bring civil actions under the US 1974 Privacy Act against the relevant US government agencies for unlawful disclosures of law enforcement records transferred to the USA. While, when reacting to European political pressures, the Commission has indicated that the Paris and Brussels (2015-16) terrorist crimes require the urgent completion of full connectivity for data systems such as Prüm and improved database interoperability for the police and border guards of all data held through single search interfaces with, thus, potentially biometric identification across all EU databases. This has been balanced by an emphasis on human rights and data protection. 123 It would be unwise to underestimate the greater influence of the USA in its clearly asymmetrical relationship with the EU and the political impact on Europe of shocks from terrorist crime. Such circumstances give traction to policy convergence, as can be seen, for example, in the eventual EU-wide PNR with mandatory information about flights into and outside the EU, and discretionary powers for similar data exchanges on intra-EU travel. 124 This proposal was rejected in 2013 by the European Parliament (on grounds of 'necessity and proportionality'), but following the first 2015 terrorist murders in Paris, it called for such a directive to be adopted by the end of that year. ©T.J. Wilson, 2016
Against such pressures the opportunity provided by judicial review for reflection and reconsideration of security and criminal justice cooperation measures is clearly essential. The CJEU has reserved to itself the power to invalidate a Commission finding that a third country arrangement for the transfer of personal data is lawful. Its case law, however has established the justiciability of challenges to the lawfulness of such arrangements, including the proportionality of security cooperation with the USA, before national data protection authorities and courts. 126 This is the final example in this article of the importance of congruence between global public goods and legal doctrine. Exceptional and threatening circumstances may reduce obstacles to policy convergence, particularly in an asymmetrical relationship, reducing the normal power of both socio-legal inhibitors and muffling the more clearly articulated political arguments about political and legal autonomy. Such circumstances also serve as a reminder about the ultimate public good: wise government. This relies on the third branch of government, the courts, undertaking their role in what should be a tripartite system of checks and balances. If democracy is to survive crises in an age of media fed anxieties, it is not simply a matter of majoritarian will. Its foundations are an endowment based on the experience of generations of voters, politicians, policy makers, legislators and jurists that is known as the rule of law and without which the public goods that matter will be scantily supplied.
Conclusions
This article has sought to examine the sharing of forensic bioninformation in order to answer a series of questions. In the author's view several can be dealt with very briefly.
Prüm is an effective model as an intermediate input into the production of a global public good(s). This stems from a number of reasons, in particular the way that it respects national political and legal autonmy over the regulation and use of sensitive personal data in a manner that can be effectively regulated by national courts. Also the governance of the system's operation remains at a national level. Though this may need to be reinforced by international cooperation among national data protection supervisers. It is clearly unsatisfactory, however, that the published statistics for DNA sharing are probably exaggerated by duplication and do not distinguish between automated (not necessary valid) hits and scientifically validated matches.
Compared with interpol's centralised approach and mindful of the problems of major IT project delivery, Prüm implementation appears to have been highly successful. This may be partly a matter of choice over the decision of a decentralised system, but it also owes some of this success to mutual confidence in the European Union's legal and insitutional structure, of which member state interelationships are a key element, as well as the form that the working relationships have taken among key experts from European insitutions and member states who cooperated to ensure its success. Clearly, achieving full connectivity is now important and the Commision has rightly proposed that this should be as a priority in order to make criminal justice and security cooperation more effective at a time of frequent and serious terrorist crimes.
Having considered the consequences for the increasing securitisation of criminal justice cooperation and in particular growing EU-US policy policy convergence, the stability of the Prüm model can be seen to depend on the checks and balances of the European insitutions and their relationship with ©T.J. Wilson, 2016 national instituons. In this respect congruence between the global public good objects that Prüm serves and legal doctrine is important and compared with interpol or bilateral cooperation offer the vital safeguards of justiciability before national courts, CJEU and ECtHR.
On the debit side doubts have been raised about whether the influence of market fundamentalism within the UK may have possibly resulted in little or insufficient long-term benefit for the UK national interst from its pioneering role in the forensic use of DNA. It is suggested, in terms of the Walport remit for identifying how significant emerging technology might be exploited either directly or indirectly for this purpose, that policy makers may need to understand better how US technological innovation and economic growth rely on the state Criminal justice and security need to be broadly treated in common and such cooperation should not be approached as simply a subordinate question to this country's future relationship with the European Union. An attempt has been made in this article to explain how the UK is too integrated within a globalised economy not to be affected by the negative spillovers of transnational crime and offending. Its physical borders and greater bureaucratic impediments to movement, therefore, are unlikely to have a significant impact on the comparatively small number of internationally mobile criminals who have committed serious crimes or who pose grave threats. A clear example of how the lack of mandatory cooperational obligations (on the EU model) can frustrate justice is the 'wall of protection' provided by Russia for the two suspects named by Sir Robert Owen in his report into the death of Alexander Litvinenko. 127 . The conclusions in the inquiry report about the fact of and responsibility for the murder of Mr Litvinenko (paras 10.10 -10.13) are expressed in terms used by the Inquiry Chairman to indicate his personal judgement to the criminal standard of proof (see para 2.20).
The UK lost some of its global influence on 23 rd June 2016. With securitization increasing pressure for EU-US convergence on crimimal justice and security issues, there will be no scope (even if there were the time and resources to pursue them) for UK bespoke solutions. Moreover, it is possible to discern, even in North America, a growing appetite for zones of security and/or criminal justice cooperation on an integrated Schenghen model; and , possibly, picking up another Walport theme, eventually environmental and consumer protection goods regulation. International relationships among G8 countries and their immediate neighbours appear to be moving away from shopping lists with access to a database here or mutual assistance there. Physically and legally the UK is and will remain in the EU sphere of influence in such matters and policy makers need to carefully study the nature of the relationships achieved in this respect by Prüm members such as Iceland and Norway.
Obviously such analyses must be updated to take account of some of the more recent developments noted in this article, such as the recently conceded rights to EU citizens to be able to litigate against ©T.J. Wilson, 2016
US government agencies for the misuse of criminal justice or security data sharing. Serious thought also needs to be given to possible socio-cultural reactions, if the price of a summer holiday in Spain for a British citizen might in the future be the retention of sensitive personal information on a central EU database. Particularly where that data could be used by a policeman or border guard with access to any EU criminal justice or security system, and without any UK national governance of the data or the use of such information being justiciable in this country's courts.
